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o Ciracle Corporation
CPU Intel(R) Xeon(R) CPU E3-2620 0 § 2.00GHz
RAM A4096MBE
fEm i Microsoft Windows Server 2008 R2 Enterprise
ERER [53-] Ex
LocalGPO Microsoft Corporation 300600
Microsoft WET Framework 4.5.1 Microsoft Conporation 4550038
Microsoft Office Access MUT (Chinese (Traditi=.  Microsoft Corporation 12045181014
Micresoft Office Enterprise 2007 Microsoft Corporation 120.4518.1014
Microsoft Office Excel MU (Chinesa (Traditio— Micrasoft Corporation 12.04518.1014
Microsoft Office Groowe MU (English) 2007 Microsoft Corporation 12045181014
Micresoft Office Groove Setup Metadata MUL. Microsoft Corporation  12.0.4518.1014
Microsoft Office IME (Chinese (Traditional)) 2. Microsoft Corporation 12.04518.1014
Microsoft Office InfoPath MUL (Chinese (Trad. Micresoft Corporation 12045181014
Micresoft Office Office 64-bit Components 2. Microsoft Corporation  12.0.4518.1014
Microsoft Office OnaMate MUL (Chinese (Tra. Microsoft Corporation 12.04518.1014
Microsoft Office Outlook MUI (Chinese (Tradi. Microsoft Corporation 12045181014
Micresoft Office PowerPoint MUL (Chinese (T Microsoft Corporation 120.4518.1014
Microsoft Office Proaf (Chinede (Traditional))— Micrasoft Corporation 12.04518.1014
Microsoft Office Proof (English) 2007 Microsoft Corporation 12045181014
Micresoft Office Procfing (Chinese (Tradition.. Microsoft Corporation 12/0.4518.1014
Microsoft Office Publisher MUL (Chinede (Tra_. Microsoft Corporation 12:04518.1014
Microsoft Office Shared 64-bit MUI {Chinese . Microsoft Corporation 12045181014
Micresoft Office Shared 54-bit MUL (English) . Microsoft Corporation 12.0.4518.1014
Microsoft Office Shared MU {Chinese (Tradit. Microsoft Corporation 12.04518.1014
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Threat Filename
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Company
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sz 642015 (627 KE)

Greate Time 20140607 21316

Last Access 2

Last Wie 20140507 21316

Tine Stamp 210607 1421116

Autonns HKEY_LOCAL ) Servert
C:\Program Files (x86)HTClintemet P

c TOPWODULE! OBOTDLL.1.0.0.106-94F6CESIFE2514190D25373C26B2732A

C:WINDOWS)\SYSWOWB4INVAPI DLL

D:VISUALSTUDIO2013PROJECTICP_REGISTRY\DEBUGICP_REGISTRY.EXE

D:VISUALSTUDIO2013PROJECTIUSONANDCURLIDEBUGWSONANDCURL EXE

— - BEEEBRHRER RO
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Zioik - BEREBRBNAE - RITAED -
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Time Type Description
2017-09-01 11:13:53 c:
2017-09-01 11:13:53
2017-09-01 1:13:14 C:\Windows\System32\BackgroundTransferHost exe
20170901 11:11:31 G:\Windows\System32\svchost exe
2017-09-01 11:07:53 G:
2017-09-01 11:07:53 &
2017-00-01 11:07:40
2017-09-01 11:06:25

CAWINDOWS|SYSTEM32\DLLHOSTEXE
G:\Windows\System32\svchost exe

2017-09-01 11:03.09 CProgr (486 ASUS\ASUS sys
2017-09-01 11:03.08 G/\Program Files (x86)\ASUSIASUS Easy Update LiveUpdt exe
20170901 11:01:41 E HOSTEXE

2017-08-01 11:01:41
2017-09-01 11:01:37
2017-08-01 11:01:37
2017-09-01 11:01:37

CAWINDOWS|SYSTEM32\AUDITPOL EXE
D:\PROJECTWISUAL STUDIO 2013\PROJECTSIDDVMIPUBLISHITOOLS\RFSCANNER\SMARTEDRLOADERISMARTEDRLOADER EXE
CAWINDOWS|SYSTEM32\DLLHOST EXE
CAWINDOWS\SYSTEM32\CONSENT EXE

2017-08-01 11:01:31 CWINDOWS|SYSTEMAPPSIMICROSOFT.WIND ows.
2017-09-01 10:59:50 G:\PROGRAM FILES (X86)WINRARIWINRAR EXE
20170901 10:57:12 C:\PROGRAM FILES (X88)\MICROSOFT VISUAL STUDIO 12 0IVC\VCPACKAGESIVCPKGSRVEXE
20170901 10:56:24
20170901 10:56:24

>_CWSN1HZTXYEWY'CH REEN EXE

C:\PROGRAM FILES (X86)MICROSOFT VISUAL STUDIO 12 0\COMMONTIIDE\DEVENV EXE
C\WINDOWS\SYSTEM32\SMARTSCREEN.EXE
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