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77% - Incapsula #HBERMH - BREREHNUMNBARMEIRS REREFKARR
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B EERERAE  ZREVRERFEEMHEERWAPRENREMNDomain#E -
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BUERHE - BEKEE  REBBEBREBBGPASHMEN Incapsula BRI OLEHEE - HEEE  EENREEE
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DDoS MIELZERIEMNEIRZIE
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(NOC) TR B e &M T B . 20n
DDoS#ER - EERBE LS EH RS EH g L ot o
BEHEE - RSO BRES - K57 L o 4 I
% W S EAAXT R AT I - s
g
L
L ]
™ L ]

ol fReERY fa AR R 4R EY

WEB
SSL, FTP, Telnet O

SIP DDoS

— Q
UDP, TCP

Legit Traffic

DNS
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ERSEESHEREAENEES
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ZEAEANEZSHIMEGHE  BRTE T EFREHHEENEZRBR
IR EHENRE RN - AMEBSESHRBURBRERESPIRE - UE
BRHREBBERMETRERSE - BANRADTINEERELZE KL HER
WEEMHETERDN -

Attack Analytics 2 Imperva FEREXBEARAEZ— - ES Imperva WAF
& Incapsula MREEAEIVKEWARFRRENSESHAR - ZFHER -
ERANERBE[EPWEER  WEBAINTEZEMMUSH - REEHEEER
BB ENPAENA— SRR -

Imperva Imperva
Incapsula WAF WAF
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ErERRINESEREREBUREZRIKERELRAP - BEETERERENERS
B BB ENREE - Attack Analytics IRHEE—7TH - ZEMA Imperva Ein K&
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E%Mtﬁ-ﬁ%ﬂpftﬂﬁ 5l R e AL B
MmEBENFRENEZER - BA
ERATHERE A AR

| #=REE
« Imperva DAMUTIw & #7 AR {8 & A 47 40 Bl 55 516 -

imperva

Imperva SecureSphere
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B - AUERY - REEEEREBEETHERR -
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SHZRR-BAZERIFM | 17



BHe—BR

REMBEREE

ERERENDHE

Imperva o] iEfRIEZEBESDIREFT A BURK
ERTERYEBLIRR - ERBERE
MR BEREN EERRZENER -
ERERNEESNERBRIENER EE
IO B R EIRAERES
WEsEBRTIRR - ERAEEMLD
REEEIOEREENEE -

7 5 RhTAL

Imperva RDBMSgg & Al & 0%
- BAMREEAENEHEE R EN
RERBEWEIRESPFAEIERE - 5
LS A & Blmperva & ARG P 0
(ADC)IR 3o/ MR B T I R S BN S B8
e

BHEERMEZZRE
Imperva 812 —EREBRREZ A
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MHERBERABRBREL T BER]
OtEFRBERES BBNEEE
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EZRSET
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MR R EBETEEALIERER R
BEE - LUnEEPEAENHRENEK -
Agent {EERRX T FIIER M EIE
E -
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(2) FRAENE R EARE 2 &2 B INEE
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Imperva A &FZE Einlinezknon-inline
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ITEEFNENEE
T ERMTLIME - BRE
sl R # R0  Bs A PR
MWEINZH#HIKIREER
SEMERY -

GARTNER, BEST PRACTICES
FOR MANAGING 'INSIDER’
SECURITY THREATS,
ANDREW WALLS,

17 JUNE, 2014

imperva

Imperva CounterBreach

B EAIEEERHFE

REEERFREN - BRASEE

HEXMS  FANEZEBZEBEZEALAER - BRIFEHRK - BT - SFER
B - BEAHEALRERFNERERBENEZERAKRBERAIER -

MM BERNEABERELFIVER - NZ2REABSRIINIREFNAE - SolsE
EREEERINE - BREEENATEBHANEE  FEHERBETRREAD
#r - BREAEERNERNERS -

Imperva CounterBreach & #}EEAIEBE

Imperva CounterBreach BERERGEEERENHZERZIHEEER - BEE
HEORBEMRREERNEREZBNEER - ZRSTEBERELERR

HYEJHE’JTET CounterBreach BERAIAEMERGFEITHEMBEERE - #lt

BINBEMNERINESH IEI@JF]IT BRETBRTATE -

HHEAENEHEENTR

CounterBreach ZiRMREBENEEENN  BEREESNENETEINSG -
ﬂE]L%a;TLXi Exﬁﬁﬁ%?‘ﬂi SHNEMESEENTREZTRENELE - EME
/EUIEQE EEHNEZEEIERS -

EHERENEESNTAENERNAR  BEEREHKEERINESGHFRE
E’JE:EH%DEEET&E #iB CounterBreach - EZEFK O MIRERMBIBEREENE
BERSEH - WA MK AR ERIT R RIMAMITE -
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CounterBreach I E4$E} e ———

EHIFERERRERA - —
THEITEANRNEGEEERE CounterBreach ZHIEIEMNE
FM L - CounterBreach ZHEZERMIFERE - APImER
(Client host)ffafR=s - MBITABSEHHRERENERFINE
HETEREIHR  UEELABURDIFATHEESHUEEN i TS
BAEER - B =

INREBHEEIEE

FRERTLRERE  SEERE « DRSNS
BERIES  EREETENRNTRGS - BIEA TR
=t BEENEAENRGTENOMASED - T SOC AS
L RS R A T AR B S B T - -
R R
EEERTEREREEERANEEERENERNTRG =
B LA NASEEHAS - HlESEEAS NG EHE = :
FHETEE - L 8
AR EZER G TEA SRS E RS NEE TS - s —

D P R BB P — AR P 1T B R (T 2 S5 o - B o

LT

- CounterBreach EXRIRNEE YA EXERNANEBIER
1
CounterBreach WAff i+ . CounterBreach B4AHNARFAERSENEH KBS
CounterBreach F#& T3 Imperva EZLZEERZ— . HHEE

BRI EREAZ(DAM) « BRI B2 X i (DBF) - - CounterBreach fEAZE MM A RHEENEEE NN FER

E—BXR TERERRHNERETS
CounterBreach [EEEhRZS

CounterBreachZNHMEREHRE - BEASTERBENRFRENF - SEEE M (host) RE B 24 (guest) TR &R/ &4
FSRWNERFATR »

EEE M (Host) EBR R (Guest)

ges |

. Disk Operatin File
Hypervisor Processor CPU Memory S[l)ace Sypsteml 9 Slystem
CounterBreach Dual-core VMWare
Admin Server server Intel ESX/ESXi 2 4GB 50 GB
VTx or
CounterBreach AMDLV 5.X/6.X 4 16 GB 178

Analytics Server

1 CounterBreach B2 (Admin Server) FAAR1T 424 (Behavior Analytics) - Imperva #&7E EHRSIBRIET - DB A A i ETa%
MEFNERREL -

<EFE
CounterBreach B ¥l [EAIERERHE
Database Platforms Oracle, Microsoft SQL Server, DB2 for LUW, Sybase ASE
File Systems CIFS file storage systems, NAS devisces
File Operating Systems Microsoft Windows Server
SIEM Integration Splunk, ArcSight
Supported Syslog Formats CEF, LEEF, Raw
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BORTTER - RIRKEREER P ORNMEERNEEHE -

RHERSFEETE , BRSBOMBEIREXORBOREAREEY - BTPREGRBETAMER DR - BEDE

PiwS
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EREREEEHENE -

NETSCOUT BRFEWENEMNE—FTRHEENZ NN - FENEEEMHE -

e N
InfiniStreamNG nﬂ EP 1L

RS R BFEERB

Internet/
SDWAN

nGemusONE Arbor Threat Analytics
Arbor Edge

InfiniStreamNG
PFS .
Defense ] =

<> o =
InfiniStreamNG @ g @

SRR R
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RTBERE—/M  BURRHITERRBPAEUENTEER - NETSCOUTEBH BT LOERBRSEER (E—HE -
3 A

« DERNWEENSREEREFTNNERNREERER -

s BRENESHEENRBOTHNE  dEENERMRESEREBAPMNERPNEED -
* NetOps - SecOpsAEMITEE Z BEHFIHIE - B TMTTR (FI9EBERRE ) WET FREAREDT -

SRZRE-EAZZRIIFM | 23



nGeniusONE
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FAxERESAE - QoSARR - BRARBERRSE - Wo#HK / ERRIRSERASINBENEL Kt E - DUE
FAIT/NTERPI R 2R IR 2R B ORI BE I RE -

nGeniusONE EREEENERENFAIEEN - SEME—FNEEERREI - Web- based R EEEEARE - 124
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