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UDP flood (UDP 7k %8)
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SYN flood (SYN ke

ICMP floods (ICMP 37k 2)

Carpet bombing (BT IKER)

R4tk DDoS % (Reflective Amplification
DDoS)
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DNS query R ARE
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SmartWall ONE NTD fEREsa 5

NTD 280 NTD 1100 NTD 3400

g 16 x 1/10G SFP/SFP+ 2 x 100G QSFP28 1 or 2 x 400G OSFP DR4
or2/4x10G LR or 2 x 100G LR4 or 2/ 4 x 100G with QSFP28
zero-power bypass zero-power bypass / LR4 zero-power bypass
HRESENE 1 x 10/100/100 RJ45

Console Port (F5IiE)

Performance (3&E)

1 x RJ45 Serial

Maximum Throughput
(el e 80 Gbps 100 Gbps 800 Gbps
s Pyt 100 Million 150 Million 400 Million
(Packets per second)
Typical Latency(TF9EERR)" <0.5 Microseconds
Inspected Latency (#&AIZEIE)" < 60 Microseconds
= ae
SYN Flood B R mIZAES 100 Million 100 Million 400 Million

(Packets per second)

IER LR AR IR FERS R

Sub-Second (F) I/ FE)

Management (EIE77H)

EHERR

PEEAE

Web EIfS{CIR(ENTE

Cu (F<F7vE)
Programmatic API

Remote Monitoring (iEiHESHE)
Software Upgrade (¥REEFH4R)

Security Dashboards (ZZZ&R)

BRINGERB=/ES

Corero.com

FBBEIMNBRNERRE (VMware/KVM) » BIREPRXYHEREE

1 x 10/100/1000 RJ45/Virtual Ethernet
FREEILRETT HTTP(S) 7

BEIRILRETT SSH 77EX

-

JSON-Based REST EiBEIEuLE & 77EY
SNMP v2/v3* Standard MIB GETs, SYSLOG
IRIR AR BB AE PR RERETE N I 2 SSD

Link Utilization (Gbps/PPS), Attack Targets, Attack Vectors, Alerts, Detailed Drill
Downs, Top IPs/Ports/TTLs/Packet Sizes, Export to PCAP

SYSLOG for Traffic & Security Events with REST API for SIEM Integration. Corero
Analysis Application for Splunk Integration.
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User Authentication ({EF&ERE)

WERS [ IRIG ARG

Role-Based Access Control (LDAP/Active Directory & RADIUS

Size (R~)

Operating Temperature (R{ERE)
Storage Temperature (f#7FRE)
Humidity GEE)

MTBF Rating

Operating Altitude

Tamper Protection (FFEE{R:E)

BiR | B#2

1-RU / 44 mm (H) x 438 mm
(W) x 630 mm (D)

1-RU / 44mm (H) x 438 mm
(W) x 650 mm (D)

0°C to 40°C (32°C to 104°C)
-20°C to 70°C (-4°C to 158°C)
5% to 95% Non-Condensing
>100,000 Hours (25°CAmbient)
0-10,000 Feet

Tamper-Evident Seal (BhifFEt{&)

ERAART/ HERE
AC Input (ZTREH#HA)
DC Input (EfREH#HA)
ERATHFE

Cooling (#{Z%)

ERBTE [ S2:EER

LEIRIUER « AJBEIR 0 2R AC B¢ DC BIRHLFERS
90 to 264 VAC Auto-Ranging, 47-63Hz
43 to 53 VDC
330W ‘ 340W ‘ 580W

4 #B¥HIL N+1 TUER ~ AIRMEINEREAR - BEEE S RRBESITHEE

Compliance to EMC Emissions

Compliance to EMC Immunity

Compliance to Safety

International Compliance Approvals

Corero.com

FCC Part 15-7.10.2008, EN55022:2006+A1: 2007,CISPRR 22:2005+A1+A2:2005,
VCCI-3 2009.04, AS/NZS CISPR22:2006, EN 61000-3-2:2006, EN61000-3-3:1995
+A1:2001+A2:2005, EN61000-3-11:2000, EN 61000-3-12:2005

EN55024: 1998 Including Amendment 1:2001 & Amendment 2:2003
(CIS PRE24:1997+A1:2001 + A2:2002), EN 61000-4-2:1995 +A1:1998 +A2:2001, EN
61000-4-3:2006, EN 61000-4-4:2004, EN 61000-4-5:2006, EN 6100-4-6:1996 +A1:2001,
EN 61000-4-8:1993 +A1:2001, EN 61000-4-11:2004

UL 60950-1, 2nd Ed., CSA C22.2 No. 60950-1, 2nd Ed., EN 60950-1, 2nd Ed.,
IEC 60950-1, 2nd Ed.

UL Listed, CUL, AS/NZS 3260, CE, FCC Class A, VCCI Class A, ICES-003 Class A
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NTD E#{EiRZs

R AE HREEE T

4 x 10/100/400G Virtual Ethernet 1 x 10/100/1000 Virtual Ethernet

Performance (3&E)

EAAHEENEHE Maximum Throughput (Packets per BRAFDHHE (Packet/s- Flow samples
(Gigabits per second) second) or NetFlow records)
400Gbps (on 32 x CPU cores running KVM) 80 Million (deployed on KVM) 0.5 Million per second
Typical .Latency(EFi'-flE@ﬂ%FB'W Inspected Latency (1% RIZEE)! Iﬁlﬁ.‘a‘%ﬁ’iﬂﬁﬁfﬂ
< 0.5 Microsecond < 60 Microseconds < 60 Microseconds
SYN Flood E RS EIEFEN Jumbo Frames

(Packets/Second) Yes (9,216 bytes)

80 Million (Line-Rate)

WERS R EE iR TR
Hypervisors (EE#E%) BRIERHTER BEEE
KVM running on Red Hat Enterprise 7+, 16GB Memory, 20GB Disk 10G - XL710 NIC

100G - E810 / ConnectX-5/6 NIC

CentOS 7+ or Ubuntu 16.04+ 400G - ConnectX7 NIC

VMware ESXi 6.5+

' Typical Latency (3B ) #HEEH B K/NRAE 1518 bytesFrEfll 2 #i{E
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