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Behavioural Al BEC Detection In Action

DUE INVOICE - Temporary ltems

Message 5 .
] A& Bremm [ Gy [y . M. Potential lookalike
Delete  Reply Reply Forward §2) anachment Move  Junk  Rules Read/Unread Categorize Follow domaln
DUE INVOICE
@ © Charlie Brown <cbrown@acmesstaffing.com> Moncay; Mafcn /, 2022 st 243 EM
To: lucy.vanpelt@peanutscomics.org

Cc: O Peppermint Patty
Bee: © marcie.smith@peanutscomic.org

Payment language

Good Morning,

Please confirm you received our bank information for ACH Payment or Wire transfers, and can you provide a specific date
in March we can expect our payments.

Thank you!

Behavioral Analysis

Charlie Brown

Credit and AR Specialist
ACME Staffing, Inc.
(555) 555-5555

User has never received or replied to this sender before

proofpoint. \
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Behavourial Al-driven Email Warning Tags

T . ) Added_ if evidence isn’t enough to block
, 2 SR | s s e incoming message

DUE INVOICE

@ :o:charlie Brown <cbrown@acmesstaffing.com>  yionay, viarch 25, 2024 1 222

lucy.vanpelt@peanutscomics.org
Ce: O Peppermint Patty
Bee: ©

© marcie.smith@peanutscomic.org

This Message is From an Untrusted Sender

Sender hasn’t exchanged legitimate information
) with recipient in the past
You have not previously corresponded with this sender.

Charlie Brown

Credit and AR Specialist
ACME Staffing, Inc.
(555) 555-5555

) Users can “Report Suspicious”, triggering the
same workflow and automation

proofpoint.
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Supplier Threat Protection

Behavioral Artificial Intelligence

* Builds baseline of
Sending suspicious URLs? @ . .
u communication patterns
between organizations.

Display Name Changes?

Third Party
Compromised
Account
Detection

« Combines behavioral and
threat signals for high fidelity
detection.

Multiple uncommon
recipients?

Uncommon volume
of messages?

Sending threats globally or
targeted?

* Actively monitors for

/\ suspicious changes
¢ @ synonymous with
compromised accounts.
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Supplier Threat Protection

proofpoint. TAP Dashboard

amy.pond@supplie...x [l supplier.com

supplier.com
amy.pond@supplier.com

Suspected Compromise * Known Third Party « Displaying Data in Last 30 Days |
Observations

£ Threats to Ecosystem # AlLarge Number of From Display-Names 1 Malicious URLs Employed

Malicious Messages

12 13 14 15 18 17 1

Volume
100

I |
9 20

1 8 21 2 23 24

® Seenin Your Traffic @ Seen Globally

% Deceptive Themes

26 27 28

ELI
July

® Suspected as Compromised

12 24

Related Threats  Proofpoint Customers

l'I-IIII
‘= -
3 4 5 & 7 8 9 10 M

Malicious Messages

Seen in Your Traffic « Last 30 Days (2022/06/11 to 2022/07/12)

1032messages  [] Show Messages Post Condemnation

Time ¢ Header Sender = YV Envelope Sender = Y Recipients =

Received

YYYY/MM/DD

pond I
A amy.pond@supplier.com

bounces+27982433-2... (2)

YYYY/MM/DD

bounces+27982433-5...
hhemm

amy.pond@supplier.com (4) river.song@foodie..
YYYY/MM/DD
hh:mm

(12) river.

YV /MM/DD <header from address>

Subject = Y

Splunk Dashboard....

Not Present

RE: [EXTERNAL] RE:...

bounces+27982433-5... m
hivmm

proofpoint.

Splunk Dashboal

Found

ThreatType = ¥

(2) Imposter, Phishing
(2) Imposter, Phishing
(1) Phishing

(1) Phishing

[Z More Messages in Smart Search

Blocked
Blacked

Delivered / Rewritten

© 2025Proofpoint, Inc
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QR Code Attacks

1. Decode & scan QR-code URLs inline in the detection stack

Blocking based on text and URL
2. Improve Expert System efficacy, also plug it into Clear submission flow extracted/decoded from images
Pre-delivery blocking based blocking based on decode &

on message-level indicators scan URLs

QR-code scan for
suspicious messages

Customer
reporting a
message
via Clear

Expert system a

Supernova
( message headers

& body traits ) —

Selection criteria +
URL decode & scan

SCSS (spammy
or phishy traits)

Message
Delivery

p 4 X ¥ ¥

Condemn Condemn ,« x
Condemn

proofpoint. 3



ZenGuide Building Sustained Positive Behaviors

Starts with the DICE Methodology

Detect

Detect human risk based on
threat context and
behavioral choices

Evaluate

Evaluate effectiveness and
refine strategy from
results perspective

proofpoint.

Intervene

Automatically deliver relevant

content to inform
and qualify user risk

Change Behavior
Motivate behavior change
towards secure actions &
reinforce good choices

‘ © 2025Proofpoint, Inc

36



CLEAR — Closed Loop Email Analysis and Response

GLEAR WORKFLOW

O i @ phishilam © ihuseox
Analyzer _ Monitored by TRAP

é‘{] Potential Proofpoint Pr%)rfg;mt

: ﬁ p @ Phish Threat Intelligence Intelligence

’ BIENE = D=

« Malicious/Phishing

Phishalarm’

Message
T ) End User Feedback
1. End user recognizes potential phishing email and reports it using PhishAlarm. Delctey
2. Leveraging Proofpoint Threat Intelligence, PhishAlarm Analyzer scores reported messages. Quaranting
3. For emails scored as malicious, TRAP automatically locates and pulls all other instances of that malicious Emals

email across the organization. For emails scored as bulk or low-risk, TRAP automatically closes incidents.

b

The end user who reported the email receives feedback in both cases - when the email was quarantined
and when it was scored otherwise.

proofpoint. | © 2025Pr00fpoint, Inc 37



Human Risk Explorer

Enables organizations to identify user risk, understand what’s driving it, and know exactly how to reduce it.

Key Benefits

Easily spot problems by
track trends over time

Understand why risk is
changing through thorough
investigations

Gain actionable
recommendation to mitigate
risk effectively

proofpoint.

Core Email
Protection

Insider Threat
Management

Data Loss
Prevention

Identity Threat
Defense

ZenGuide

ATO
Protection

Human Risk Explorer

proofpoint.  HumanRisk v Additional Interactions Loading State  Empty State @ @ @ DumitDhawan
& Acme Organization ® Daf b E
E 3,493 Users
°
2
. Overall Risk Data [¢5) Awareness (55) Threat
© ~v L)
W insider
W Exfiltration MTeat
| Wl Eivasire 1) Training 111 Vulnerability
" | | |
® o Apet Apr 15 Apr 30 Apr1 Apr1s Apr 30
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Proofpoint at a Glance 2025

FINANCIAL STRENGTH ‘ = - o— MARKET ADOPTION

$2.03B 98% 19% 4.5K  >21M+ 85% #1

Proofpoint Recurring Percentage WW employees, Customers F100 Protected DLP market share
Revenue & Revenue of Revenue hiring continues by Proofpoint
Reinvested
in R&D 0 0
150+ >60% 50%
Global ISP and F1000 Protected F100 using
Mobile Operators by Proofpoint Proofpoint DLP

PROOFPOINT'S DATA

wpe 34T >14T 124M >183M 0.8T 21T 177M

Emails scanned SMS/MMS BEC attacks stopped. Phishing simulations Attachments URLs scanned Telephone Oriented

per year scanned peryear per month sentperyear scanned peryear per year Attacks stopped per year
oo 15.7TM  >41% 69P+ 160+ and 0 51M
Protection = 0 an :

Annual total F1000 emails authenticated Petabytes of. archive data Win rate over Red Teams M365/Google accounis monitored

archive searches by Proofpoint . under management in Identity Threat for takeover detections
proofpoint.
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For More Threat Research

il ™)
g

May 06, 2025 - Genina Po, Kyle Cucci, Selena Larson, and the Proofpoint Threat Research Team

CoGUI Phish Kit Targets Japan
with Millions of Messages

Sarah Sabm and The! Proofpolm Thrankesearch
Team

Security Brief: French BEC Threat Actor
Targets Property Payments

eg
Miller, and The Proofpom( Threal Research Team™
Around the World in 90 Days State-
Sponsored Actors Try ClickFix

Proofpoint Threat Research Blog
Threat Insight

CYBER
SECURITY

EXCELLENCE

DISCARDED ===

Proofpoint Threat Research Podcast
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https://www.proofpoint.com/us/podcasts/discarded
https://www.proofpoint.com/us/blog/threat-insight
https://www.proofpoint.com/us/blog/threat-insight
https://www.proofpoint.com/us/blog/threat-insight
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